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1 Introduction 

This document describes the use of SystemCORP’s eNode Designer. It is a configuration tool used to configure 
properties of target platforms and data point communication between Application Data Hub (ADH) Applications. 
 
 

1.1 Scope 

This document is divided into 3 major sections: 

• General Description explaining the goals of eNode Designer and its working principals. 

• User Guide that walks through all features of the eNode Designer including adding, deleting, and editing 
project configurations. 

• Reference Guide for quick reference of each major part of eNode Designer. 

 

1.2 Document Reference 

None. 
 

1.3 List of Abbreviations 

 
AAP  = Alarm Annunciator Panel 
ADH  = Application Data Hub 
CFE  = Communication Front End 
EDM  = eNode Designer Module 
IP  = Internet Protocol 
PDF  = Portable Document Format 
PLC  = Programmable Logic Controller 
RAM  = Random Access Memory 
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2 General Description 

2.1 Overview 

The overall goal of eNode Designer is to configure target platforms – including device properties and ADH data 
point mapping. To do this, a project file is created which represents the system: including devices and the ADH 
applications running on them. How the properties are configured is completely dependent on the “eNode Module” 
which represents that device or application – but may include things such as changing the communication port 
settings and defining where data point information enters and leaves the eNode Designer system.  
 
Each target platform is represented and configured by a “Device” eNode Module. This device may specify what 
communication ports it has, e.g. two Ethernet ports ETH1 and ETH2, and a serial port COM1. Each ADH 
applications is represented and configured by an “ADH Application” eNode Module. The module may be added to 
devices at an appropriate location. For example, a Modbus application may be added to the COM1 port, and a 
PLC application may be added directly to the device itself (i.e. not bound to a communication port). 
 
Each eNode module may add data points to eNode Designer which can then be mapped amongst the system. 

 

Figure 2-1 - eNode Designer overview. 
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eNode Designer also contains diagnostics capability – this includes reading the current values and health status 
of data points in the system and reporting back to the user. 
 

2.2 Main Screen 

 

 

Figure 2-2 - eNode Designer main screen. 

 
Throughout this document, all the screens and menus show what an eNode Designer user sees. There may be 
differences on the exact appearance, but the principals are the same. The three major parts of the eNode 
Designer screen are described below. 
 

Menu Bar – contains various options available to the user, such as saving and loading projects. 
 
Project Tree – shows the contents of the current project represented as a tree. 
 
Main Display Area – a display according to what is selected in the project tree. 
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2.3 Installation 

The eNode Designer is shipped with an installer for easy installation on a Windows™ based personal computer.  
 
Minimum system requirements are: 
 

• Windows 7 operating system or higher 

• Java version 8 or higher installed on the computer 

• One mouse device or mouse pad installed 

• At least 100 MB free hard disk space 

• At least 500 MB of RAM 

• Ethernet port for sending configuration files. 
 
It is recommend to use at least a 17 Inch monitor when installing on a desktop type computer. 
 
 
Installing the eNode Designer is easy. All files are self-extracting.  
 
 
 
 
 
 
 
 
 
 
 

Figure 2-3 - eNode Designer Setup Installer 

 
 Run the eNodeDesignerSetup.exe program to install the eNode Designer. 
 
 
 
 
 
 
 

1 

1 
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The User Account Control window may appear asking to allow the application to make changes to the current 
computer settings. Click “Yes” to continue. Then the following window will appear. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

  Click Next to continue     Click Next to continue  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

  Click Next to continue     Click Install to start installation  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

        Click Finish   
 
 

4 5 

6 

2 3 

Figure 2-4 - eNode Designer setup wizard. 
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3 User Guide 

3.1 Login 

In order to start using eNode Designer, you will first need to login. Type in your username and password, and 
press enter (or click Login) to login. If your details are correct you will be brought in to the main eNode Designer 
screen. 
 
 
When eNode Designer is run for the first time, it will have one user: 
 
Username: admin 
Password: admin 
 
It belongs to the “Administrator” user group, which by default has full permissions. After logging in for the first time 
it is recommended to change the username and password. See section 3.2 for details.  
 
Once logged in, import “eNode Designer Modules” to add functionality to eNode Designer in the form of devices 
and applications: see section 3.3. 
 
 

 

Figure 3-1 - Splash screen and login window. 
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3.2 User Administration 

Each “User” login belongs to a “User Group” which defines a set of permissions. 
 

 

Figure 3-2 - User administration principal 

Adding, editing and removing users and user groups is achieved through the user administration menu.  
 

 

 

Figure 3-3 - Access user administration. 

 

 Creating, modifying and removing users. 

To define users, use the “Users” tab of the user administration window. The three buttons are explained below: 
Add Adds a new user. You will be prompted for the username, password and the user group the user 

will belong to.  
Edit Modify the username and password of an existing user. (Select the user in the table first). 
Remove Remove the selected user from the system. (Select the user in the table first). 
 
For example, to add the user “Eve” with user group “Technician”, we can use the add button, set the information 
and click OK. 
 

User groups: 

Alice Bob Eve Users: 

Developer 

Permissions 

Technician 

Permissions 
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Figure 3-4 - Adding a new user. 

This will add a new user who can login to eNode Designer with username “Eve” and the specified password.  
 
You can change the user group of a user by using the drop-down option in the user administration window. 
 

 

Figure 3-5 - Changing a user's user group. 

 
 

 Defining User Groups 

To add a user group move to the user groups tab and use the “Add” button. 
 

1 

2 
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Figure 3-6 - Adding a user group. 

You will be prompted to type a name for the user group, and then it will be added to the list. Users can then be 
added for that user group. All users with that user group will have the same permissions. 
 

 

 

Figure 3-7 - User group added. 

Other actions such as renaming the group and changing the permissions can be accessed by using the 
associated buttons after selecting which group you want to change.  
Add  Adds a new user group 
Rename Renames the selected user group. 
Permissions Modify the user access permissions / restrictions of the selected user group. 
Remove Removes the selected user group from the system. 
 

 Changing user group permissions 

Changing the permissions of a user group can be accessed by the “Permissions” button seen in Figure 3-6, or be 
accessed by the menu bar option. 
 

1 

2 
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Figure 3-8 - Accessing user group permissions by menu bar. 

This will bring up the user permissions window. 
 
 

 

Figure 3-9 - Edit user permissions window. 

Select which module or user group you want to modify the permissions of 
 
Further refine the selection if desired. 

The permissions of the selected module(s) and user group(s) will be shown in this area. Use this area to 
change the permissions 

 
Clicking “Apply” will save the changes. Clicking “OK” will save the changes and close the window. Clicking 
“Close” will prompt the user to confirm whether to apply the current changes or abandon them, then close the 
window. 
  

3 
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2 
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 eNode Designer User Permissions 

The available user permissions are explained in the table below. 
 

Option Description 

Can modify project tree Allow the user to add, move and remove devices, applications, tree groups or 
any other tree node from the main eNode Designer project tree. 

Can send configuration 
files 

Allow the user to generate and send configuration files to devices. 

Can access projects on 
device 

Allow the user to browse the project history of the device, and obtain and load 
the projects onto the PC. 

Can send licence to device Allow the user to send an ADH licence to the device. 

Can view non-volatile data Allow the user to see, add, remove and modify the non-volatile properties of data 
objects 

Can modify users and 
permissions 

Allow the user to see and modify eNode Designer user permissions. You cannot 
change this permission on the currently logged in user. 

Can access manufacturer 
settings 

Allow the user to see and modify the “Settings” > “Manufacturer Settings” 
window. 

Can view module library 
directory 

Whether the “Folder” icon is visible in the module management window, to 
automatically open the directory containing active eNode Designer modules. 

Can open public eNode 
Designer projects 

Allow the user to open eNode Designer projects which are public – that is, do not 
have a project lock. See 4.6 Manufacturer Settings for details. 

Saving projects How to apply the manufacturer setting’s project lock. 
 

Save as loaded, new 
as public (Default) 

If loading an eNode Designer project which contains 
a lock, save the current project lock when saving 
again. New projects are saved without a lock. 

Save as loaded, new 
locked 

If loading an eNode Designer project which contains 
a lock, save the current project lock when saving 
again. New projects are saved using the 
manufacturer project lock. 

Save locked always Always apply the manufacturer project lock when 
saving files. 

Save public always Always remove the manufacturer project lock when 
saving files. 

  

Table 3-1 - eNode Designer User Permissions 
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3.3 Importing eNode Modules 

The eNode Designer requires “eNode Modules” to define devices and ADH applications before it is particularly 
useful. Usually eNode Modules come bundled with the installer in a separate “modules” directory and need to be 
imported to eNode’s module library. If a new version of a module is released, it can be imported to replace the old 
version in the same way. This is achieved through the Module Management window, which can be reached from 
the Tools menu. 
 
 

 

Figure 3-10 - Getting to the module management window. 
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This is an example which demonstrates importing a new module named the “Alarm Annunciator Panel” (AAP). 
 
 
 
 
 

 
Select Module Management under Tools in eNode Designer 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Select Import Module and navigate to the subdirectory where the AAPeNodeDesigner module is stored. 
 
 
 Select the AAPeNodeModule.edm 
 
 
 Click Open to import it. 
 
 
 Click OK to finish 
 
 
 
 
 
 
 
 
          The AAP Designer Module appears now in the device module list 
 
 
 
 
 
 
 
 
  

1 

2 

3 

4 

3 

2 

4 

5 

5 

Figure 3-11 - Import eNode Module example 
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3.4 Creating a project 

By default, starting eNode Designer will load the last open project. The first time it runs it will start with a new 
project.  
 
Creating, changing and removing the contents of a project is often achieved through the right-click menu on the 
project tree. The right click menus are context sensitive: right clicking the project node will have different options 
to when right clicking a device or ADH application. 
 

 Project Information 

 

Figure 3-12- Project Information 

The project information pane is shown when the project root is selected in the project tree. Here the user can 
enter details about the project including a project name, description, author(s) and version history.  
 

 Adding a Device (a.k.a. Target Platform or CFE) 

Once modules are in the eNode Designer module library (visible in the Module Management window, section 3.3) 
they can be added to the project. Since ADH Applications have to have a platform to run on, the target platform 
must be added to the project first. This can be achieved through the right-click menu on the project tree root. 
 

 

Figure 3-13 - Adding a device to the project. 
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Figure 3-14 - Device added to project 

In this example, we have added a device with two Ethernet ports, three serial ports and a CAN port. More than 
one Device can be added to the project using the same process.  
 

 Editing Communication Port Properties 

It depends on the device module, but generally you can edit the properties of the communication ports by clicking 
the appropriate item in the project tree.  
 

 

Figure 3-15 - Editting communication port settings example. 

 

 Ethernet Port Properties 

 

Figure 3-16 - Ethernet port properties. 

Configuration Description 

IP Address The internet protocol address of the Ethernet port. This must be unique on the network. 

Device added 
to project 

1 
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Some devices have the capability to update their IP address when a new configuration is 
sent. In this case, this IP represents the new IP address to take. 

Subnet mask The IP address’s subnet mask. This defines the internet protocol network ‘subnet’ to 
which it belongs. 192.168.x.xxx IP addresses usually have a subnet mask of 
255.255.255.0. 

Gateway The internet protocol gateway to use. This defines the IP address to send traffic to when 
the destination is on a different subnet. 

DNS 1 The domain name system IP address, with priority 1. DNS is used to convert domain 
names to IP addresses, such as “www.google.com.au” to “216.58.203.99” 

DNS 2 The domain name system IP address, with priority 2. This will be used if DNS1 is 
unavailable. 

Use DHCP Flag that DHCP should be used, instead of using the fixed IP address. Using DHCP 
means that the local network will assign an IP address to the device’s Ethernet port, so 
the actual IP address is not pre-defined. 

Table 3-2 - Ethernet port properties meaning. 

 
 

 Serial Port Properties 

 

Figure 3-17 - Serial port properties. 

 

Configuration Description 

Operate mode The serial port communication model to use. Typically, RS232 (3 or more wires) or 
RS485 (2-wire). 

Baud rate The number of bits per second for data transmission (in both directions). 

Parity Serial port parity for error detection/correction. Usually one of None, Even, Odd. 

Data bits The number of data bits to use per “byte” of data. This is almost always 8, but 
sometimes 7 for ASCII-based protocols. 

Stop bits The number of stop bits between bytes in serial transmission. 

Flow control Method of controlling the handshaking of when to transmit and receive data. See 
Table 3-4 - Flow control meaning. for details. 

Pre-transmission 
delay (ms) 

The amount of time to raise the serial line to transmission mode before starting to 
send data, in milliseconds. Usually 0. 

Post-transmission 
delay (ms) 

The amount of time to raise the serial line to transmission mode after finishing 
sending data, in milliseconds. Usually 0. 

Inter-character 
delay 

Delay time between each serial byte, in multiples of the transmission time of a single 
byte. 

Message timeout 
(ms) 

The maximum amount of time allowable to send a serial frame, in milliseconds. 
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Message retries The maximum number of times to try sending a serial message. 

Character timeout 
(ms) 

The maximum amount of time to try sending a single serial byte, in milliseconds. 

Invert RTS line True to invert the “RTS” handshaking line, if supported by the hardware. This means 
when the RTS is logically high, it is physically low and vice versa. 

Table 3-3 - Serial port properties meaning. 

 

Flow Control Description 

None Handshaking lines are not used.  

Xon/Xoff Software flow control with “Xon” and “Xoff” characters sent on the serial line to 
enable and disable the remote transmitter. 

Modern RTS/CTS 
(receive enable) 

The “RTS” line acts as a “receive enable” line, indicating that the local side is 
available to receive data. This means the transmitter only transmits when the local 
CTS (connected to remote RTS) line is high. 
 
This is capable of full-duplex data transmission (both sending and receiving 
simultaneously). 

Legacy RTS/CTS 
(half-duplex) 

The old method of RTS/CTS handshaking, which raises RTS (Request to send) 
when data is ready to transmit. This then waits for the remote end to raise CTS 
(Clear to send), then the data is transmitted. 
 
This is capable only of half-duplex transmission where the underlying protocol must 
only respond after a master request. 

Table 3-4 - Flow control meaning. 

 

 CAN Port Properties 

 
 

 

Figure 3-18 - CAN port properties. 

 

Configuration Description 

Baud rate The number of bits per second for data transmission (in both directions). 

Table 3-5 - CAN port properties meaning. 

 
 

 Adding an ADH Application to a Communication Port 

ADH Applications can be added to the appropriate locations on the device via the right-click menus. Some eNode 
Designer Modules must be added on communication ports, while others may run on the device directly.  
 
For example, Modbus can run on serial ports, so a Modbus ADH Application could be added to the COM1 serial 
port. This Modbus option will not show up for the CAN port since Modbus cannot run on CAN. 
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Figure 3-19 - Add ADH Application to communication port example. 

For ADH Applications where a client/server choice is possible, such as Modbus, you may see a window like 
Figure 3-20. 
 

 

Figure 3-20 - Choosing client or server. 

You can use the dropdown menu to choose the client or server option, and then click OK.  
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Figure 3-21 - ADH Application added to project 

Here the application has been added to the project, as a client. By default, new modules will be selected, and so 
their pane will be shown in the central area. How to configure an eNode Module is described in that module’s user 
manual. Module’s user manual should be available in eNode Designer by the help menu as shown in Figure 4-1 – 
Accessing eNode Module user manuals. 
 

 Adding an ADH Application Directly to the Device 

Some ADH Applications may not be bound to a communication port and may run directly on the device. For 
example: the Data Type Converter application. In this case, the application may be added by the right-click menu 
directly on the device. 
 

Application has 
been added 
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Figure 3-22 - Adding an application directly onto the device. 

 

3.5 Data Points 

Creating data points are handled by the eNode Modules themselves, so exactly how it looks is up to the module 
so the screens cannot be described here. However, the general process is client applications produce data 
points, which are raised up to eNode Designer. These points can then be mapped to server applications. Most 
server applications will have a way to add references which will bring up the following window. 
 

 

Figure 3-23 - Adding data point references. 

 
Point display area – this shows the existing points in the system which can be mapped to the eNode 
Module which generated this window. Note that some modules may be restricted in what data types they 

may accept. For example, some may not have a 32-bit floating-point number type. So 32-bit floats will not show in 
the list. 

Filter by Tree Selection – the points display area shows only points beneath the selected tree node. 

Map Selection – click the checkboxes to add a reference to that data point. To map many consecutive 
items, click the first item, then hold the shift key while clicking the last item to choose. All intermediate 
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references will also be selected. 
 

Click OK – to add the new reference(s). 
 

 
When adding data point references or changing mapping of existing references, there are certain restrictions on 
what they can be mapped to. Each eNode Designer module can add further restrictions based on its use-case. 
 
The default restrictions allow {Single Point, Double Point} to be mapped to each other, and number types {Signed 
32, Unsigned 32, Float 32, Float 64} to be mapped to each other, and {String} only to map to itself. The data types 
are automatically converted to the correct form. For example, a single point OFF (0) translates to a double point 
OFF (binary 01). Integer types are converted to floats, and floats are truncated to become integers. 
 

3.6 Viewing the Database of Data Points 

To view the existing data points in the system use the “Data Point View” window accessed in the View menu. 
 

 

Figure 3-24 - Accessing the data points view. 

 

 

Figure 3-25 - Data point view window. 

The data point view window is separated into many sections described below:  
Project Tree – The project tree display. The main point list will only show data points beneath the selected 
tree node. 
Data Points – shows all the data points in the system subject to the filter of (1). 
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Mapped Data Points – shows where the selected data point in (2) is mapped. 

3.7 Command Groups 

The number of concurrent active commands often needs to be limited in certain environments, such as some 
substations where only one (1) command may run at a time. The eNode Designer and ADH allow for this and for 
project-specific configuration by using “command groups”. 
 
A command group defines the maximum number of active commands, and applies to a given set of data objects. 
Restrictions on each command group are completely independent of every other command group in the system. 
 
By default there is one command group in eNode designer to which all new command objects are added, and it 
has a maximum active command count of one (1). This is configurable in the menu under “Tools”. 
 

 

Figure 3-26 - Access command group configuration. 

This will raise the following window: 
 

 

Figure 3-27 - Command group configuration. 

 
Here new command groups can be configured. 

Command Groups – The current list of command groups. More can be added by pressing the “+” tab, and 
tabs can be removed by pressing the “x” on the side of that tab (so long as at least one group remains). 
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Tree Filter – Filter the list of data objects be selecting the tree. Only points beneath that tree item will show 
in (3). 
Command Data Objects – List of all data objects in this command group. 
 

 
One very common use for command groups is when there is a Programmable Logic Controller (PLC) that is used 
to forward commands. This means there is one command coming in to the PLC, and one leaving it – meaning 
that these commands must either: 

(a) Belong to data objects in a different command group; or 
(b) Belong to a command group with the maximum number of concurrent commands of at least two (2). 

 
Further detail is explained in the reference guide, section 4.8. 
 

3.8 Generate and Send Configuration Files 

When all data points and mapping have been completed, you can generate and send the project configuration 
files to the target platforms.  
 

 Setting up the Device Connection Details 

Sending the files to the device requires the definition of which Ethernet channel to use, and the username and 
password (if required). To do this, right click the device in the project tree and select “Device Settings”. 
 

 

Figure 3-28 - Access device settings to set connection settings. 

This will bring up a new window where you can set the connection settings.  
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Figure 3-29 - Device settings window. 

The IP address is extracted from the Ethernet’s properties configured in the project. If there are multiple Ethernet 
ports on the device, use the dropdown box select which of the device’s Ethernet ports is connected to the PC 
running eNode Designer. 
 
Note: If the device’s Ethernet properties are going to be configured by the project, place the desired IP addresses 
in the project, and then use the Device access’s IP source as “Custom” and type in the current IP address of the 
device. This may be necessary when receiving a product from a manufacturer where the IP address is pre-set 
and needs to be changed.  
 
For the meaning of the other parts of this window, consult section 4.5. 
 

 Send the Configuration 

Once the settings of devices have been set, you can send the configuration files to them. Because sending 
configuration files is a significant event, you will first be prompted to add a new version to the version history.  
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Figure 3-30 - Add version history. 

The configuration files for all the devices and applications will be generated and a copy is stored on the local hard 
drive ready to be sent to the device. When completed, the send configuration files window will show.  
 

 

Figure 3-31 - Send configuration files window. 

There are descriptions of the buttons and fields below. 
 

Open Device Settings – can be used to change connection settings as in Figure 3-29. 
 
Open Configuration Directory – opens the local directory where the configuration files were generated.  
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Send to Device – Sends the configuration files to the individual device. 
 
Hardware Reboot Device – Sends a reboot command to the diagnostic application currently running on 
the device.  
Software Reboot Device – Sends a software restart command to the diagnostic application currently 
running on the device.  
Device Name – Textual representation of the full path to the device in the project tree 
 
Status – The status of sending the files. 
 
Progress Indication – Shows the progress of the file transfer 
 
Send All – Sends the configuration files to all devices. 
 
Cancel Sending – Cancels sending the configuration files. 
 

 
 
 
After sending the files has completed, a dialog will show asking the user if they want to reboot the devices. 
 

 

Figure 3-32 - Asked to reboot after sending configuration files. 

The applications on the target platforms will require a restart to load the new configuration files. 
 
Software reboot will restart the software if the target platform supports it, otherwise perform a hardware reboot. 
The hardware reboot will cause the device to power down and then power itself back up. 
 

3.9 Diagnostics 

Diagnostics is used to examine the execution of the ADH on target platforms while they are running. 
 
Diagnostics features: 

• View live values of all data points on each target platform. 

• View communication port traffic – including transmitted and received data. 

• Sending commands 
 
Features that will be implemented in the future: 

• Value substitution 
 
The diagnostic information is transferred to eNode Designer by the ADH exchange centre running on the device. 
As such, diagnostics is started per-device, not per-application. The exchange centre can view the current data 
point values on the device. 
 
The diagnostics window is the same as the Data Point View window as in Section 3.6: Viewing the Database of 
Data Points. Access the window by the menu option View => View Data Points. 
 
To start diagnostics on a device, right click the device (or any tree ancestor) and click “Start Diagnostics”. 
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Figure 3-33 - Starting diagnostics. 

Starting diagnostics will populate the “Live Value” column as data is received, and automatically change the 
southern tab to the Diagnostics Log. 
 

 

Figure 3-34 - Diagnostics screen explained. 

Each major section is described below. 
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Diagnostic Status – the device tree node’s colour indicates its diagnostic status. Hovering over the device 
will give more information.  

 
 

Live Value – shows the current value of the data point on the device. If the data point’s quality status is not 
“GOOD”, it will be prefixed with a “#” for invalid points or a “?” for questionable points. 
Diagnostic Log – a log showing the data point update messages as they come in. This list is filtered by the 
selection in the project tree. 

 

 Set Time 

Diagnostics can be used to set the time on the device, also known as sending a “Time Synchronisation”. Using 
the “Set time” option in diagnostics opens the following window. 
 

 

Figure 3-35 - Set device time window. 

“Refresh” can be used to check the current time in the device against the current PC time. This will also inform 
you of the time taken to send the get-time request, get the response, decode and display it in eNode Designer 
known as the “Round-trip time”. 
 
A custom time can then be sent to the device, or the current PC time with “Set Device Time”. 
 

 Port Monitoring 

Port monitoring is used to see the current activity of an application on its communication interfaces. This can be 
useful when diagnosing issues in the device. Right click the application and select “Start Port Monitoring” to 
initialise it. 
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Figure 3-36 - Starting port monitoring. 

 
This will raise a window such as the one below.  
 

 

Figure 3-37 - Modbus serial port monitoring example. 

In this example, the live Modbus serial communications is displayed. Here it only shows “TX” (transmit), meaning 
it is not receiving a response from the slave. This may help diagnosing the issue, for example perhaps the 
Modbus slave address is incorrect, or the baud rate is wrong. 
 

 Send Licence 

Sends the on-device licence for the ADH and communication protocols. This can be used when the device comes 
from the factory without a licence and you need to upload one, or to update an existing on-device licence. 
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Figure 3-38 - Send licence to device. 

Here you can simply browse to the licence, and it will send automatically. Once it has been sent, the device will 
verify the licence file before loading it. Once verified, the new licence will be used. 
 
After sending a new licence, the “software restart” button can be used to restart the software package, using the 
new licence. 
 
 

 Browse Device Files 

This option can be used to browse the files on the device. This can be used for the config and project history, as 
well as custom device-defined browsable paths such a logging directory. 
 

 

Figure 3-39 - Browse device files window. 

 

 Update Firmware 

Certain devices may also support updating the firmware of the device, and show an additional option in the 
diagnostics window via “Update Firmware…” 
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Figure 3-40 - Update firmware diagnostics option. 

 
Clicking this will open a new window which allows you to browse to a new firmware, and send it to the device. 
 

 

Figure 3-41 - Send firmware to device. 

Browse – Browse to the firmware image to use. 
 
Send Button – Sends the firmware to the device, and upon completion automatically apply the new 
firmware changes. 

 
 
 

3.10 Loading Projects from a Device 

In eNode Designer, every time configuration files are sent, a copy of the current project is also sent to the device. 
The project is also placed in a “Project History” directory on the device.  
 
eNode Designer can recover any project which has been sent to the device, provided it hasn’t been deleted. 
There are two ways to recover a project.  
 

1. Right-click a device in the project and select “Browse Project History”. 
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Figure 3-42 - Browse project history of a device in the project. 

 
2. Use the option from the file menu. Using this option only the IP address and connection details of the 

device are required, so can be accessed from an empty project. 
 

 

Figure 3-43 – Browse project history of a device unknown to the project. 

Using either option, a “Browse Project History” window will open. This will connect to the device with the given 
connection details and show the project history window. 
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Figure 3-44 - Browse project history. 

If the connection and login is successful, the project history will be displayed in a list.  
 

This area shows a list of projects which have been sent to the device. The currently active project is 
highlighted in green. 
Use this button to delete projects from history. A confirmation message will appear. The currently active 
project cannot be deleted. 
Retrieves the selected project from the device and loads it in eNode Designer.  
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3.11 Organising a Project 

 
The eNode Designer tool allows managing a single product or a number of products to be configured and 
managed in one project.  
 
►Tip: It is always a good idea to use “Groups” in the project tree defining the location of a product if several units are being 

managed in one project file. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Groups can be added to the project root and inside other groups. For a detailed explanation about the options 
when adding groups, see Section 3.12.2: Creating a Group with a Style Sheet. 

 
 

1 

“Add Group” as an option 1 

2 
2 “Add Device” AAP-10 

Project with one AAP-10 Project with multiple 
AAP-10s 

Project with multiple 
AAP-10s and location 

groups 

Figure 3-45 – Project tree organisation. 
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3.12 Advanced – Tree Group Style Sheets 

Any project in eNode Designer can use logical groupings in the project tree to organise the project as seen in 
Section 3.11. For convenience, each of the logical groups in the tree can contain customized information. There is 
an example in Figure 3-46. 
 

 

Figure 3-46 - Project tree group example. 

 
In addition, exactly what labels and fields are available are customisable. This is achieved through “Style Sheets”. 
Each style sheet describes a set of fields including their field types and labels. Every group is bound to a style 
sheet, and each style sheet can be used by many groups. 

 

Figure 3-47 - Style sheet interaction with groups. 

 
 

Style sheet: 

Group A Group B Group C Tree group: 

Style X 

Fields 
Definition 

Style Y 

Fields 
Definition 
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1 

 Editing the Style Sheets 

 
The definition of a style sheet can be changed, and new style sheets can be added and removed. This is 
accessible through the Tools menu as shown below. 
 
 
 

 

Figure 3-48 - Accessing the style sheets. 

This will open the window to edit style sheets. 
 

 

Figure 3-49 - Edit style sheets window. 

There are three sections to the window: 
 

Style sheet selection – Select which style sheet to investigate and edit. 
 
Fields – The fields of the selected style sheet. This includes a type, label and default value. 
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Preview – The preview window of the style sheet, with default values. Editing the values in the preview will 
set the default values of the field. 

 
 
The fields can be edited in the field table in area (2). The labels describe the static values which will appear 
before the text. The default value is the values which will appear in a new tree group when it is added to the 
project. 
 
The field types available are: 

• Title (Constant) – A title that is the same for all tree groups with this style. 

• Title (Editable) – A title area where each tree group can have its own value. 

• Single line input – A single line input like “Location 1” in the above example. 

• Multi line input – A multiple line input which takes up remaining space, as in “More Information” in the 
above example. 

 
 
Examples: 
You can change the labels and default values by editing the fields table. You can also type in the preview screen 
to modify the default value. 
 

 

Figure 3-50 - Style sheet example one. 

 
If we change the description to be a multi-line input, the remaining space will be evenly taken by both multi-line 
inputs.  

3 
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Figure 3-51 - Style sheet example two. 

 

 Creating a Group with a Style Sheet 

When tree groups are added to the project, they need to bind to a style sheet. Select “Add Group” from the 
project tree menu. Groups can be added to the root project node and within other groups. 
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Figure 3-52 - Adding a group to the project. 

Select “Add Group” from the right-click menu 
 
Enter the new name for the group. This is the name which will appear in the tree. It can be renamed later. 
 
Select a style sheet to use. This shows a drop-down menu of all style sheets in the project. 
 
A preview of the selected style sheet. 
 
A convenience button to access the style sheet definitions.  
 
Click OK when done. 
 

 
A new group will be added to the project with the selected style sheet and default values. 
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Figure 3-53 - Group with style sheet has been added. 
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 Changing and Existing Group’s Style Sheet 

 

Figure 3-54 - Change the style sheet of existing group. 

Select the group in the tree 
 
In the display pane of the group, there is a button. Clicking this will open a new window. 

 
Select a new style sheet to use. This shows a drop-down menu of all style sheets in the project. 

 
(Optional) Copies (resets) the values of the tree group to the defaults of the style sheet.  

 
Click OK when done. 
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3.13 Report Generation 

The following reports can be generated by eNode Designer. 

• Data point report (with and without mapping). Access this by the Tools menu. 
 

Generated reports are in the form of Microsoft Excel™ spreadsheets. They are based on editable user-editable 
Excel templates. To view and edit the template, use the View => View Report Templates Directory option in the 
eNode Designer menu bar.  
 
 

 

Figure 3-55 - Open report templates directory. 

Clicking this will open the reports template directory in your operating system’s file explorer. 
 
Open the report template 
 

 

 Data Point Report Template 

The data point report template generates a report on the data points beneath the specified location in the project 
tree. The default template looks like this. 
 

 

Figure 3-56 - Data point report template. 

 
All cell text, widths and heights are editable by the user. The generated report will start with a copy of the 
template and then just replace the keywords.  
 
A cell must contain the exact keyword in order for it to be replaced. The keywords are as follows: 

• $DATE – The date the report is generated. 

• $LOCATION – The tree node location which is being reported on. 

• $FILE – The filename of the eNode Designer project for which the report is generated. 

• $DATAPOINTS – Data point information will replace this row and every row beneath this row, up to the 
number of rows required to generate the full report. 

 
Replacing the values of data points does not examine the title of the columns. The columns output will always be 
in the same order. 
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3.14 eNode Designer Settings 

The settings available in eNode Designer are available by using the Settings menu. 
 

 
 

 

Figure 3-57 - Settings window. 

Here the user’s language and preferences can be set. The settings of eNode Designer can also be set in this 
window. Setting the language for eNode Designer will set it for all users which have “Use platform settings” set for 
their locale. An individual user can override the eNode Designer’s language by specifying it as a particular 
language. 
 
The locations of some directories of eNode Designer can also be set and opened in this window. 
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3.15 Copy and Paste with Microsoft Excel™ 

Most tables in eNode Designer have copy and paste functionality compatible with spreadsheet programs such as 
Microsoft Excel™. This means that data values can be copied from eNode Designer into Excel spreadsheets and 
vice versa. The copy and paste works using the selected table cells. Thus, select the desired table cells first.  
 
Not all tables will support pasting data, such as the “Data Point View” window, in which case the option will be 
disabled and shown in grey. 

 

 

Figure 3-58 - Copy and paste example 

 
Select Cells – Select the desired cells 
 
Copy With Headers – Copies the selection, including the table column headers. E.g. “#”, “Application”, 
“Tag”, “Exchange Type”, “Data Type” and “Map Count” in this example. 

 
Copy – Copies the selection. 
 
Paste – Paste values into the table. Pasting will always begin at the top-left most selected table cell, and 
paste values into the sequential locations.  

 
Note that there is no “un-do” capability when pasting. 
 
The common short-cut keys for these operations are also available: 
Copy – Ctrl-C 
Paste – Ctrl-V 
Select All – System default. Ctrl-A in windows. 
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4 Reference Guide 

4.1 Menu Bar Options 

 File 

New Project Creates a new empty project. 

Save Project Saves the current project. 

Save Project As… Saves the current project as a new file. 

Save Project Copy… Saves the current project as a new file, but doesn’t set it as the active project. 

Open Project Opens an eNode Designer project. 

Open Recent… Opens a recently open eNode Designer Project 

Generate and Send Configuration Files Generates and sends the target platform settings and ADH application 
configuration files to the target platforms. See section Generate and Send Configuration Files3.8 for details. 

Load Project From Device Loads the eNode Designer project stored on a target device. See section 3.10 for 
details. 

Logout Logs out of the current user. 

Exit Exits eNode Designer. 

 

 Edit 

Copy  Copies the selected tree node (to be pasted). 

Cut  Cuts the selected tree node (to be pasted). 

Paste  Pastes the copied or cut tree node beneath the currently selected tree node. 

Delete  Deletes the currently selected tree node. 

 

 View 

View Data Points Views the current data points in the system. Also the method to access diagnostics. 

View Logging Directory Opens the directory containing log files 

View Reports Directory Opens the directory containing reports, such as data point reports. 

View Report Templates Directory Opens the directory containing report templates. 

View Configuration Generation Directory Opens the directory containing the files produced when sending 
configuration files to target platforms. 

 

 Settings 

Settings Opens the settings for the eNode Designer Platform and the current user. 

Manufacturer Settings Opens settings which change the way eNode Designer looks. This option will be visible 
only for users that have sufficient privileges.  

User Administration Opens the user administration window, allowing editing users and user groups. 

Edit User Permissions Edits the permissions of users and user groups. 
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 Tools 

Module Management Opens the module management window, responsible for importing, enabling and 
disabling eNode Modules. 

Edit Style Sheets Allows the user to define the tree group style sheets. 

Edit Command Groups Allows the user to define and modify which commands may exist concurrently 

Generate Data Point Report with Mapping Generates a data point report with mapping, using the report 
template. 

Generate Data Point Report without Mapping Generates a data point report without mapping, using the report 
template. 

Send Licences to Devices Opens a window to send on-device licences to each device in the project. 

 

 Help 

About  Shows information about the eNode Designer version and copyright notice. 

Colour Guide Shows the meaning of each standard colour in eNode Designer 

User Manuals and Other Documents  
User documents are bundled inside the modules and are available in eNode Designer under the help menu. The 
options available will be according to what eNode Modules are in the eNode Designer module library.  

 

 

Figure 4-1 – Accessing eNode Module user manuals 

4.2 Tree Menu Options 

Menu Item Description Availability 

Add Group Adds a new group to the project Root, group 

Add Device Adds a new device to the project Root, group 

Add ADH 
Application 

Adds a new ADH Application to the project Device, valid 
communication port 

Browse Project 
History 

Examine and load previous projects sent to the device Device 

Copy Copies the tree node (for pasting) All but 
communication port 

Cut Cuts the tree node (for pasting) All but 
communication port 

Enabled Enables or disables part of a project. Any disabled descendant 
device or application will have no configuration generated. 

All but root 

Paste Pastes the copied or cut tree node All 

Rename Rename the tree node All but 
communication port 

Delete Removes the tree node (and descendants) from the project. All but 
communication port 

Device Settings Opens the device settings window. Includes options to set ADH Device 
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Ethernet channel and eNode communication settings. 

Table 4-1 - Tree context menu options. 

 

4.3 Data Point Definitions 

Data Type Description 

Single Point A one-bit (Boolean) value. Typically, 
0 = “false” or “off” 
1 = “true” or “on”. 

Double Point A two-bit binary value. Bit 0 represents “Off” and bit 1 represents “On”. This indicates that  
00 = Intermediate / Transition period 
01 = Off 
10 = On 
11 = Invalid 

Unsigned 32 A 32-bit unsigned integer.  Range: 0 to 4294967295 

Integer 32 A 32-bit signed integer.   Range: -2147483648 to 2147483647 

Float 32 A 32-bit, IEEE 754 single precision floating point number. 

Float 64 A 64-bit, IEEE 754 double precision floating point number. 

String Variable length character data 

Table 4-2 - Data Type Definitions 

 

Exchange Type Description 

Data Data value in monitoring direction 

Command (Single Stage) A command in command direction with confirmation. 

Command (Multi Stage) A multi-staged command in command direction, typically a “Select Before Operate” 
(SBO).  
A “Select” command is passed in the stage which needs to be acknowledged with 
a positive ACK from the addressed device indicating the selected output can be 
operated to the given position. If a positive ACK is returned, the “Operate” 
command is passed in the second stage to actually perform the operation. All 
stages of the command are handled by the ADH. 

Table 4-3 - Exchange Type Definitions 
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4.4 ADH Quality Flags 

The ADH quality flags are as follows. 
 

Flag Short Definition 
GOOD OK Validity: no abnormal condition of the data acquisition is detected 
INVALID IV Validity: value is invalid or unknown 
QUESTIONABLE Q Validity: value is in doubt and should not be relied on 
OVERFLOW 
 

OV Detail: value cannot be represented in the given format (should have 
INVALID validity) 

OUTOFRANGE OR Detail: value is outside a predefined range 
BAD_REFERENCE BREF Detail: value may not be correct due to a reference being out of 

calibration (e.g. in an Analog to Digital Converter a known input gives 
wrong output) 

OSCILLATORY OSC Detail: value is currently oscillating (e.g. digital input continually 
changing 0/1). The data object value is not updated during this time 

FAILURE FAIL Detail: value is INVALID due to a failure 
OUT_DATED OLD Detail: value is out of date, it may have changed since the last 

notification (should have QUESTIONABLE validity) 
INACCURATE INAC Detail: value does not meet the stated accuracy of the source 

(should have QUESTIONABLE validity) 
INCONSISTENT INC Detail: an evaluation function has detected an inconsistency (should 

have QUESTIONABLE validity) 
TRANSIENT TR Detail: Equipment is in a transient state. Used in step-position 

information 
CARRY CY Detail: Carry indicates (e.g. counter) overflow occurs when the value 

goes over-bound and resets to zero 
COUNTER_ADJUSTED CA Detail: Counter was adjusted since the last reading (e.g. initialised to 

a new value) 
DERIVED DER Detail: The value is calculated, not a measurement 
PROTOCOL_COMMUNICATION_LOST PNC Detail: Protocol updating the ADH data point has lost communication 

to the source 
ADH_COMMUNICATION_LOST ANC Detail: Not connected to the ADH application source of the data point 
SUBSTITUTED SB Source: value, quality or time has been substituted 
TEST TEST Test: test values should not be used for operational purposes 
OPERATOR_BLOCKED BL Further update of the value has been blocked by an operator. The 

value shall be the same as it was before blocking 

Table 4-4 - ADH quality flags. 
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4.5 Device Settings 

The device settings window is below. 
 

 

Figure 4-2 – Device settings dialogue box 

 
ADH Ethernet Channel – Allows for the selection of the Ethernet channel on the device for which the ADH 
will use to communicate with other ADH devices, if present. 

 
Device Access – Settings for eNode communication can be adjusted here. Use the drop down menu to 
select the IP Source, the IP address will be entered automatically if an Ethernet port on the device is 
selected. Selecting none disables communication and selecting custom allows a custom IP address to be 
entered. Login information, port number and configuration directory can be edited manually. These settings 
are used to upload and download projects and obtain diagnostic information. 

 

Device Access Label Description 

Use direct connection for file transfer Check this to use the modern “direct connection” between eNode 
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Designer and the ADH. For all new devices, this is the preferred option 
as it allows much more flexibility and information exchange to and from 
eNode Designer. 
 
If unchecked, file transfer mechanisms will use FTP (File Transport 
Protocol) to upload and download files. This is a legacy option to 
support old versions of the ADH software without built-in file transfer. 

Change Password Change the “direct connection” user passwords and permissions. 
 
Administrator logins will be able to create, remove and modify all user’s 
and change their permissions. 
 
Regular users will only be able to change their own password. 

IP Source The Ethernet interface that is used to communicate with the device. 
Use “custom” to input the current IP address of the device, if it is 
different to the desired IP addresses on the actual interfaces shown in 
eNode Designer. 

Username: The login username, if required. Applies to direct connections and FTP. 

Password: The login password, if required. Applies to direct connections and FTP. 

Port The FTP port number to use. Does not apply to direct connections. 

Configuration directory The directory path from the FTP root directory for the given FTP user. 
Does not apply to direct connections. 

Table 4-5 - Device settings device access descriptions. 

 
Time Sync Priority – Prioritised list of applications on the device that can write the system time. The time 
on the device can be set by the application with highest priority. If an application has not synchronised the 
device time within the “Allowance” period, then lower priority applications can set the system time.  

 
Network Routing Priority – Prioritised list of network communications for the default gateway. The highest 
active priority port which can communicate with its gateway will be set as the default gateway for traffic 
where the route to the destination is not known. This is only supported on certain device types. 

 

4.6 Manufacturer Settings 

Manufacturer settings allow for OEM options for eNode Designer distributers. 
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Figure 4-3 – Manufacture settings information 

It allows for the selection of a different splash screen image, for OEM purposes. The Image box shows the 
location of the currently selected image, if the default image is being used it will appear as above. Select can be 
used to bring up the browse files dialogue box to find a different image. Set to Default resets the splash screen to 
the default image. 
 
The project lock option allows OEM customers to lock down eNode Designer projects so that users can 
(optionally) only open projects from their company. There is also an option on specialised ADH devices to verify 
the eNode Designer project lock before allowing diagnostics to connect or file transfer to begin. 
 
 

4.7 Main Project Display 

 Project Information 

The project information is accessible by clicking the root Project Tree Node in the Project Tree. The Project 
Information tab of this panel shows user-editable general information about the project.  
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Figure 4-4 – Project Information  

 
Project Information – This area displays and allows editing of the Project Name, the Description, and the 
Author(s). It also displays the file location of the project. 
Version History – On the right hand side of this tab, the version history is displayed. This allows the user 
to create a summary of project versions, the Version Number and Reason can be entered and editted 
manually. The Date will be automatically entered when adding a new version however it can be manually 
changed. 

 

 Devices Summary 

 

 

Figure 4-5 – Devices Summary  

 
The Devices Summary tab summarises all devices within the project. Each column title can be left clicked to sort 
its contents by either ascending or descending alphebetical/numerical. 
 

# - The device number is shown in this column. Each device is assigned a number when added to the 
project from 0 incrementing by 1. Sorting this column shows devices based on the order they appear in the 

project tree. 
 

Location – This column shows the location of the device within the project’s structure. It will state what 
group the device is in and the name of the device. Sorting this column will sort devices based on 
alphabetical order. 

 
Module – This column shows the module type of the device. 
 
Data Point Reals – This column shows the number of data points made available to the ADH database by 
the device module.  

 
Data Point Refs – This column shows the number of data point references utilised by the device module. 
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 Applications Summary 

 

 

Figure 4-6 – Applications Summary  

The Applications Summary tab summarises all ADH applications within the project. Each column title can be left 
clicked to sort its contents by either ascending or descending alphebetical/numerical order. 
 

# - The application number is shown in this column. Each application is assigned a number when added to 
the project from 0 incrementing by 1. Sorting this column shows applications based on the order they 
appear in the project tree. 

 
Location – This column shows the location of the application within the project’s structure. It will state what 
group, device, name of device and port on the device that the application is assigned to. Sorting this 
column will sort application’s locations based on alphabetical order. 

 
Module – This column shows the module type of the application. 
 

 
Data Point Reals – This column shows the number of data points made available to the ADH database by 
the application. 
 
Data Point Refs – This column shows the number of data point references utilised by the application.  
 

 

 Non Volatile Data 

ADH data points can be stored in non-volatile storage such that if the device power is lost, on boot-up the non-
volatile data will take the values it had at the point at which it lost power. 
 

 

Figure 4-7 - Non-volatile data. 

 

Column Description 

Tag The data point being stored in non-volatile memory. 
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Description The data point’s description 

Initial value The initial value of the data point, the first time the eNode project is sent to the device. 

Max size The maximum size in bytes of variable-length data (such as Strings) 

Initial quality The quality flags to use for the data point the first time the eNode project is sent to the 
device.  
These flags are also used if “save quality” is not checked at every time it powers on. 

Save quality Flag that the last quality flags will be saved to non-volatile memory and loaded on power 
up. 

Save timestamp Flag that the last updated timestamp will be saved to non-volatile memory and loaded on 
power up. If this is not checked, the timestamp of the last write to non-volatile memory is 
used on the data point. 

Force overwrite Next time the configuration files are sent to the device, overwrite the current values in non-
volatile memory. 

Table 4-6 - Non-volatile data table meaning. 

 
The “Clear overwrite when configuration is sent” checkbox indicates that the “Force overwrite” flag will be 
removed the next time that the configuration files are successfully sent to that device. 
 

 

Figure 4-8 - Non-volatile data right-click menu options. 

There is also a right-click menu to perform tasks on all selected data points, for quickly changing many data 
point’s non-volatile properties. 
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4.8 Command Groups 

The command group window allows project-specific configuration of which commands may run concurrently in the 
system. 
 

 

Figure 4-9 - Command group reference. 

Group Selection - Allow selecting, adding and removing of command groups. 
 
Configuration options – for the selected command group. 
 

Command Arbitrator – the device which is used to decide whether the command should be allowed to run. All 
commands in the group must communicate via the arbitrator. May be set to <Automatic> for eNode 
Designer to choose the device which contains the most command data objects. 

Maximum Active Commands – The maximum number of commands in this group which are allowed to be ‘active’ 
at any one time. A command is ‘active’ if it has been sent but not yet acknowledged (postively or 
negatively), and has not timed-out. 

Name – User-defined name of the command group. Makes management easier for the user. 
Description – User-defined description of the command group. Allows the user to define how they intend the 

group to be used, or any other information they want to enter. 
Set as Default Command Group – Sets the selected command group as the default. All new command objects 

will be added to the default command group. 
 

Data object list – List of data objects. Only objects below the selected tree node are displayed. 
 
Move up and down – Move the selected data object(s) up or down one row. Used to organise lists if 
required. 
Change command groups – Move the selected data object(s) to another command group. 
 
Tree filter – Only show data objects below the selected tree node. 
 

 

  

2 

1 

3 

4 5 

6 

2 

1 

3 

4 

5 

6 



eNode Designer User Manual Reference Guide 

 

Page 61 of 61 
 

4.9 Colour Guide 

The colour shows the meaning of the standard colours in eNode designer. 
 

 

Figure 4-10 - Colour guide. 

Real data – Information data objects that are added in to the system database. This adds data to eNode. 
Real commands – Command data objects that are added in to the system. This adds commandable points to 

eNode. 
Referenced data – Refers to existing information data objects in the system database. 
Referenced commands – Refers to existing command data objects in the system. 
 
Duplicate information – Two items contain the same data 
Invalid – An option is invalid or is required and is missing. 
Conflicts – At least two items are in conflict. This tends to refer to the data object address used by a protocol. 
Disabled – Items which are not required due to the current configuration. 
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